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Anti-Skimming Tool Kit
Credit card skimming continues to be a major problem at fuel dispensers across the United States.
Every site should be aware of the information below in order to mitigate the risks of skimming. The
merchant could be held responsible for a bank’s losses, cost of reissuing cards, fines, etc., if the
bank attempts to recoup their losses from a site that has been accused of being a skimmer victim.
Losses attributed to credit card skimmers at service stations usually average $50,000 to $100,000
per incident.

Skimming FAQs
Q What is skimming?
A Skimming is the act of using a skimming device to illegally collect data from the magnetic strip of a
credit, debit or ATM card. This information is then copied onto another piece of plastic and used by
the thief to make purchases or withdraw cash in the name of the actual account holder.
Q Where are skimmers found at service stations?
A Skimmers can be found in multiple places in a service station. Some are hand-held and used by
dishonest employees to capture data when customers present the cards. The most prevalent place
for skimmers is inside the fuel dispenser. Overlay skimmers, which are becoming more common,
are found on top of the external card reader at the pump or snapped on top of the existing pin
pads inside the store. (see photos on Pages 7 and 8 ).
Q What do I do if I find a skimmer in a dispenser?
A First, DO NOT TOUCH THE DEVICE. Immediately shut down the dispenser, call local law
enforcement and call the Phillips 66 Fraud Hotline at 888-482-1838.
Q Will I be held responsible if a skimming incident happens at my location?
A It’s possible that you could be held liable for fraud losses caused by the credit card data stolen by
way of a skimming device at your location. Visa and MasterCard, as well as other card issuers,
use thorough analysis to determine where credit card information may have been compromised,
and they have the right to go back to the merchant where the data was compromised and seek
restitution.
Q What can I do to secure my fuel dispensers?
A See Phillips 66 Best Practices for Dispenser Security on page 4.
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Phillips 66 Best Practices for
Dispenser Security

Inspections
• Become familiar with the inside of your dispensers, take photos for future reference or compare
to other dispensers if you find anything that looks abnormal.
• Inspections of all devices inside the store and at the dispensers should be completed while
wearing gloves. Devices will be inspected for forensic evidence once they are turned over to
law enforcement.
• Open and inspect dispensers at least daily, preferably at the start of each shift, for any sign(s)
of tampering or any foreign devices installed, particularly around the card reader. Pull all
cables to ensure skimmers are not hidden below sight level (see photos on Page 4).
• The appearance of skimmers is always changing, so be suspicious of anything that looks
unusual (see photos on Pages 5-9).
• Nonoperating or faulty operating card readers can be a sign that the dispenser has been
tampered with, so inspect dispensers thoroughly if any card reader problems occur.

• If foreign devices are found inside the dispensers, on the external card reader of the
dispensers or on top of the pin pad inside the store, DO NOT TOUCH THE DEVICE, shut
down the pump and call local law enforcement and call the fraud hotline at 888-482-1838.
• A reward program is available through Phillips 66 for sites that recover a skimming device
during inspections. See information on Bizlink, under Credit Cards/Fraud Prevention.
• For further information on how to properly inspect pumps, see the video, “How to Inspect
Pumps for Skimmers” on Bizlink under Credit Cards/Fraud Prevention.

Locks
• Replace factory-installed locks with high-security locks that require a unique key that is specific
to the location (see Phillips 66 recommended locks on Page 10).
Security Tape
• Use serialized security tape on all dispensers. Security tape should be placed over the crind door
so the tape will either break or show “void” if the thief attempts to reattach. The use of branded
security tape is now part of the Mystery Shopper program (see photos and info on Page 12).
• Phillips 66 is making it easier and cheaper to secure your dispensers by providing up to 75
percent of the expense for new high security locks as well as branded security tape through
the Co-Op Fund Program.

Surveillance
• Be suspicious of vehicles parked for a long time at the fuel island, especially on the outside
pumps. If the site is not open 24 hours, all dispensers should be inspected as part of opening
procedures. Newer skimming devices have wireless capability, so the thieves do not have to
remove the skimmer to obtain credit card data.

• Use of video surveillance cameras at the fuel islands to deter criminals and to identify criminal
activity is recommended.
	
COMPLETING INSPECTIONS, UPGRADING LOCKS AND USING SECURITY TAPE IS THE MOST

EFFECTIVE WAY TO SECURE DISPENSERS. YOU REMAIN VUNERABLE BY ONLY UTILIZING
ONE OR TWO OF THE THREE SOLUTIONS.
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An example of a skimming device installed directly behind the card reader and wrapped in
black electrical tape.

An example of a skimmer wrapped in grey electrical tape that was attached to a longer
cable and dropped down below the crind door. This device is undetected when only the
crind door is opened during inspections.
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An example of two skimmers wrapped in black electrical tape and installed down by
the motherboard of each side of the dispenser, below the card reader door and
receipt paper. This was detected by a technician that opened the “refrigerator” door
and pulled out the tray that holds the boards and cables.

An example of a very thin skimmer covered in a plastic coating that can be hidden
easily. It is thin enough that it can be slid in between cables and spaces that may go
undetected if the ribbon cable is not traced from end to end.
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An example of an overlay card reader skimmer that snaps on top of the existing exterior reader.

These can be detected by checking for a loose connection. Pull on it, compare original
photos of the card reader and look for distinct differences such as marks or scratches.
Missing or voided security tape on the card reader would be a good indication that it
has been tampered with.
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These skimming devices are becoming more common inside the store and are
installed within seconds if a cashier is distracted. Utilizing hologram labels that are
visible to the cashier will determine if an overlay skimmer has been placed on top of
your existing pin pad. A missing or voided label is a good indication the pin pad has
been compromised. (see labels on page 12).

In the photo above, a suspect is attempting to install a pin pad overlay skimmer on
top of the existing Verifone pin pad. The cashier was distracted by another customer
when the suspect approached the counter. Beware of customers trying to distract your
attention away from the the point of sale equipment!
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The threat of credit card skimming is always changing. Be familiar with the inside of your pumps! New styles
of skimming devices can be overlooked due to the similarities of an altered card reader and a nonaltered card
reader. The photo above shows an altered card reader on the right, which includes an additional board for
capturing data from each card that is swiped. Having photos of the inside of each dispenser is very important
when inspecting your pumps. Comparing past photos of what your pump should look like and what you are
inspecting will make foreign devices more easily identified.

This wrench and this key will open over 80 percent of fueling dispensers in the United States. It is imperative
that the dispenser locks be upgraded as criminals have access to both the Wayne wrench and Gilbarco
universal key.
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Proper Use of Labels

Placement of tape on a Wayne dispenser.

Placement of tape on a Gilbarco dispenser.
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Two skimmers found at Riviera Beach station;
127 in state this year
7:43 p.m. Wednesday, Sept. 2, 2015 | Filed in: Business

Skimmers are difficult to spot with the naked eye — and sometimes it's impossible to tell if the gas pump you're using has been tampered
with. (Getty Images)

Skimming devices used to steal credit and debit card data are still being found on pumps at Florida
gas stations, including a station in Riviera Beach where two skimmers were found recently, the
Florida Department of Agriculture said Wednesday.
The station at 4128 Blue Heron Blvd. had skimmers at two pumps. Seven other skimmers were
found and removed at stations in Brevard, Broward, Lake, Miami-Dade, Seminole, and Washington
counties in the last two weeks.
That brings the total to 127 illegal skimmers detected and removed at Florida gas stations this year.
Skimmers are devices that illegally capture consumers’ credit or debit card information. While the
number of skimmers the department’s inspectors have found on gas pumps is relatively low
compared to the total number of pumps in Florida, identity theft wreaks havoc on people’s lives.
“In order to better protect consumers, our inspectors routinely check for skimmers while inspecting a
gas pump,” Putnam said. “While the overall number of these devices is low, we encourage Floridians
and visitors to take precautions at the pump to protect their financial information.”
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Police: 5 arrested for gas station skimming
24 Hour News 8 web staff Published: September 8, 2015, 4:14 pm Updated: September 8, 2015,
4:46 pm

GRAND RAPIDS, Mich. (WOOD) — The Kent County Metropolitan Fraud and Identity Theft
Team says it has arrested five people in connection to incidents of “skimming” at West Michigan
gas stations.
The suspects — Yunier Cudello-Albelo, 29; Yaimari Gonzalez-Santos, 36; Elisabe HernandezPerez, 43; Maria Sanchez-Figueredo, 17; and Juan Antonio Ledesma, 23 — each face charges of
possession of an automated sales suppression device (a “skimmer”) and conducting a criminal
enterprise. The suspects, all of whom have ties to Miami, Florida, were all arraigned on Friday
and are each being held on a $1 million cash or surety bond. One of them is also wanted on an
outstanding warrant out of Colorado for identity theft, though the release did not specify which.
Police said the arrests were the result of teamwork from the Metropolitan Fraud and Identity
Theft Team, police from Grand Rapids, Grandville, Kentwood and Wyoming, the Kent County
Prosecutor’s Office, and the FBI Fugitive Task Force. Authorities say they are still investigating.
“Skimmers” are devices placed inside gas station pumps that can read customers’ credit or debit
card information. Because they are inside the machines, customers can’t see them when they pay
at the pump. Some of the devices operate on Bluetooth and send information to nearby crooks,
while others store the data and have to be collected.Possession of a skimmer is a felony
punishable by up to five years in prison and a $100,000 fine, according to a Tuesday release
from the Grand Rapids Police Department. Conducting a criminal enterprise is a felony
punishable by up to 20 years in prison and/or a $100,000 fine.
Skimmers are often placed at pumps farthest from the station, where workers wouldn’t be able to
see someone tampering with the pump. Gas stations that close at night are also often targeted.
And it’s not difficult to get into the pumps — keys that open them are easy to get.

Credit card skimming at Calgary gas stations
leads to arrests
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Credit card skimming at Calgary gas stations
leads to arrests
Check your credit card for unusual charges, say Calgary police
CBC NewsPosted: Jun 18, 2015 12:48 PM MTLast Updated: Jun 18, 2015 7:27 PM MT

Police are asking Calgarians to check their credit card statements for unusual charges after
arresting two men accused of stealing 500 credit card numbers a month at gas stations.
Officers say credit card skimming devices were placed on gas pumps throughout Calgary in at
least 38 different gas stations.
Police investigating reports of the devices searched two homes Wednesday and uncovered what
they are describing as a credit card and identification counterfeiting lab, along with $150,000
worth of high-end clothing and merchandise.
"This included hand tools and paint to create overlays, pinpad keys, cash, a track two data reader
and encoder, and samples of fraudulent credit cards and counterfeit identification," police said in
a press release.
"The merchandise includes items from Breitling, Holt Renfrew, Burberry, Nordstrom, Prada,
Gucci, Canada Goose, Apple and Go Pro."
Police also found a list of 38 gas stations and have made sure those businesses no longer have
credit card skimming devices on pumps.
The two men, both in their 30s, were charged with 39 offences, including mischief to property
and data, forgery and possession of fraudulent credit cards.

Skimming devices found in local gas pumps
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Skimming devices found in local gas pumps
Michael Chen7:04 PM, Aug 7, 2015

SAN DIEGO - Some local drivers say mysterious charges have been appearing on their bank
statements, and the problems are traced back to a gas station in San Carlos.
On Thursday, the cause was revealed. The gas station owners posted on Nextdoor.com that
skimming devices were found inside two pumps. The devices allow a thief to steal debit and card
details and clone the card.
The gas station owner is not sure how long the devices were there, but plans to put in a new
locking system and conduct regular inspections. He said this is the first time skimmers have
been found in his pumps.
Police say a report was filed and they're processing the skimmers as part of their investigation.
Authorities say there are some simple things customers can do to avoid ATM skimmers at gas
pumps.
-- Try to use a gas pump closer to the front of the store, as thieves often place skimmers farther
away so they aren't noticed as quickly
-- If using a debit card, choose to run it as a credit card instead of entering a PIN
-- Monitor bank accounts regularly to spot any unauthorized charges
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Phillips 66 Company
SKIMMER REWARD PROGRAM
Skimmer Reward – Effective March 1, 2015
The Phillips 66 (PSX) Skimmer Reward program is designed to assist PSX store owner operators
to incentivize their employees to inspect and find Electronic Skimming devices in petroleum
dispensers.
Electronic skimming devices that are placed inside or outside fuel dispensers to illegally collect
data from the magnetic strip on a credit card continue to be a major problem across the United
States. Sites may be held responsible for bank losses, cost of reissuing cards, fines, and other
costs. The cost to a site due to credit card skimmers can average $50,000 to $100,000 per
incident.
Sites can take the following precautions to prevent becoming a victim of credit card skimming:
1. Conduct daily inspections. Open and inspect dispensers for devices attached internally
at the card reader or on the ribbon cable, as well as external inspections for devices that
snap on top of the existing card reader. These should be conducted at least daily,
preferably at the start of each shift, for any sign(s) of tampering or any foreign devices
installed, particularly around the card reader. Take action immediately if something is
found.
2. Replace factory installed locks. Manufacturers of fuel dispensers use a common key
on all dispensers which allow for easy entry into the dispenser. These locks should be
replaced with more secure locks in order to prevent entry. In addition, the manager or
owner should control access to dispenser keys. For more information, contact CompX at
www.compx.com or by phone at 864-297-6655.
3. Use security tape. Use serialized security tape on all dispensers at CRIND doors and on
external card reader. When removed, this security label reveals the hidden words VOID
OPENED and alerts the site that the dispenser could be compromised. For more
information, contact NovaVision at www.novavisioninc.com/p66 or by phone at 888-4160443.
PSX will cover 75% of the cost of locks and security tape through the Cooperative Fund Program.
For all sites conducting and logging daily inspections, PSX’s “Skimmer Reward Program” will pay
the following rewards. Upgrades and proactive measures will be factors in qualifying for the
following rewards.
•

$100.00 Phillips 66 gift card reward will be offered to sites that report a skimming
device found during scheduled daily inspections (internal & external dispenser
inspection for skimming device).

•

$200.00 Phillips 66 gift card reward will be offered to sites that report a skimming
device found during scheduled routine inspections (internal & external dispenser
inspection for skimming device) and have previously installed upgraded locks on
the dispensers.

•

$300.00 Phillips 66 gift card reward will be offered to sites that report a skimming
device found during routine inspections (inspection of security tape at CRIND
doors and on external card readers only) and have previously installed upgraded
locks on the dispensers and utilize security tape.

PSX Skimmer Reward Program

Page 1
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Follow the process below when a skimmer is detected:
1. Shut down the pump
2. Call and notify local law enforcement
3. Call and notify PSX - Fraud Hotline at 888-482-1838
4. Take necessary photographs and submit to PSX Fraud Department
To receive a $100 reward, the following will need to be submitted to the PSX Fraud Department:
1. Photograph of device still connected to the dispenser.
2. Copy of routine DAILY inspection log for prior 30 days, see example attached.
3. Copy of police report or Police report number, date of report, Police department taking the
report and Officer name. Or in some cases Philips 66 fraud personnel may arrange for
the pick up by the U.S. Secret Service or other Investigative team.
To receive a $200 reward, the following will need to be submitted to the PSX Fraud Department:
1. Photograph of device still connected to the dispenser.
2. Copy of routine DAILY inspection log for prior 30 days, see example attached.
3. Copy of police report or Police report number, date of report, Police department taking the
report and Officer name. Or in some cases Philips 66 fraud personnel may arrange for
the pick up by the U.S. Secret Service or other Investigative team
4. Photograph of upgraded locks.
To receive a $300 reward, the following will need to be submitted to the PSX Fraud Department:
1. Photograph of device still connected to the dispenser.
2. Copy of routine DAILY inspection log for prior 30 days, see example attached.
3. Copy of police report or Police report number, date of report, Police department taking the
report and Officer name. Or in some cases Philips 66 fraud personnel may arrange for
the pick up by the U.S. Secret Service or other Investigative team.
4. Photograph of upgraded locks.
5. Photograph of security tape (Phillips 66 recommended or comparable).
Send requested information to:
Phillips 66 Fraud
Attn: Fraud Investigator
411 S Keeler Ave 1154-02 AB
Bartlesville, OK 74003
Or upload/scan to p66fraud@p66.com
Additional Reward rules:
• Only skimmers found by site management or employees are eligible for a reward.
Skimmers found by Law Enforcement, Phillip 66 Fraud investigators, or any others not
associated with the site will not qualify for a reward.
• A site will be eligible to receive a maximum of three rewards in a 12 month period.
• Phillips 66 Company reserves the right to change the terms and conditions or terminate
the Skimmer Reward Program, all without notice to Customer. Phillips 66 Company may,
among other things, withdraw, limit, modify or cancel any reward. Phillips 66 Company
explicitly disclaims any liability that may result from any such change. By accepting an
award, Recipient agrees to release and hold harmless Phillips 66 Company from any and
all liability including all claims arising out of, including but not limited to injuries or
damages of any kind sustained in connection with the acceptance, enjoyment and/or use
or misuse of any reward received. Rewards are not transferable or assignable.
See additional information on dispenser security in the Phillips 66 Anti-Skimming toolkit on
BizLink.
PSX Skimmer Reward Program

Page 2
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Fraud
Investigations
John McIntosh
Senior Investigator

Kim Nelson
Investigator

Fraud Department Contact Information
Fraud Hotline: 1-888-482-1838
Fraud Email: p66fraud@p66.com
John McIntosh
Office: 310-792-0360
Cell: 424-241-8682
Email: john.f.macintosh@p66.com
Kim Nelson
Office: 918-977-5984
Fax: 918-977-8468
Email: nelsoka@p66.com
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